The work presented in this paper describes a generic genetic algorithm called DUREHA's (Dominance, Universal stochastic sampling and Rank-based Emulation of a Heuristic Algorithm) Algorithm for cryptanalysis of classical ciphers. The underlying objective of this paper is to automate the process of cryptanalysis in order to render salvage of time, and resources available, preserve population diversity, minimize the convergence rate and control mutation rates. While numerous algorithms have been proposed to automate this process for variegated ciphers, these approaches are yet isolated from each other. The existence of a generic algorithm to cryptanalyze any type of cipher is yet not true. The algorithm proposed in this paper aspires to address such issues. The implementation and experimentation of the proposed algorithm is accomplished using three types of classical ciphers namely monosubstitution, poly-substitution and columnar transposition. The theoretical validation and experimental results indicate that the proposed algorithm is able to decrypt the ciphers by reclaiming80.71% ,87.31%and 77.66% of letters in correct position in Mono-substitution, Columnar Transposition and Vignere cipher respectively. It is also able to distinguish between the three types of ciphers correctly and is able to correctly control the mutation andconvergence rates and preserve population diversity.
INTRODUCTION
In this age of digital information,a demand for effective internet security and a concern regarding protection of sensitive data from loss or theft is on a potent rise, since potential damages, such as alteration and elimination of crucial and confidential data can be caused. Hence, an urge to equip businesses, military and the society with effective mechanisms to enhance security of such data arises [7, 14] .
Cryptology [5, 7] is at the heart of providing such mechanisms and furnishing such needs. It is the science of secure communication that embraces two complimentary techniques-cryptography and cryptanalysis.WhileCryptography [5, 7] deals withfabricating variegated algorithms to encode and decode data in order to protect confidential information, Cryptanalysis [5, 7, 11] is the process of retrieving plaintext (the intended message) and/or key [5, 11] (functional code that transforms plaintext into its corresponding cipher text) from a ciphertext (secret message), without any authorization of the communicating parties and any prior knowledge on the key.
Cryptanalysis deals with exploiting weakness in the design of cryptographic algorithms and hence this technique is used by security experts to enhance the efficiency of the existing cryptographic algorithms and augment the robustness of their security systems. It is also used by the government to gain access to any illegal data that proves to be a big threat to national security.
Since, historical times, various cryptanalysis techniques, such as brute-force attack [11, 17] , frequency analysis [15] and dictionary-based attacks [4] have flourished; however, such manual tasks are not well equipped to cater to the demands of solving a cipher in minimal time in order to render it an unscathed importance. These techniques simulate a search for a solution (correct plain-text/key) through a finite, yet a vast solution space. Hence, a need to foster effective mechanisms to facilitate cryptanalysis of a cipher by procuring salvage of time and resources is intuited. These issues can be addressed by making use of Genetic Algorithms (GA) [1, 11] . GA is a search optimization technique which imparts an approximated optimal solution to a specific problem. The reason behind adopting such a technique, to automate the process, is the randomness with which GA searches a solution space. This unique property induces flexibility in initiating and simulating a search through a key space which is finite, yet vast in nature.
While numerous researches have been published, giving a studyand an elucidation of the use of haploid genetic algorithms [1] (simple GA) to address the key issues mentioned above, a very little emphasis have been laid upon the use of a diploid genetic algorithm. A diploid genetic algorithm [1] in artificial genetics proposes a model similar to that in natural genetics that encodes a potential solution on a double stranded chromosomal type data structure. This algorithm thrives on preserving population diversity by eradicating redundant solutions from the population. It also ensuresa controlled crossover andmutation rates, and prevents prematureconvergence of the algorithm.The existing paradigms are also very specific in nature. For example, a particular algorithm that may have been developed to cryptanalyze vignereciphers may lack the capability of breaking transposition ciphers. This indicates that, an existence of a generic algorithm imbibing the capability of cryptanalyzing any type of cipher is not true.Synthesis of a generic algorithm can be accomplished by employing Multi-objective GAs [13] . Multi-objective or multi-criteria optimization eliminates the drawbacks of single-criterion approaches. They possess the capability of processing several criteria concurrently and conjoin them into a single number. The research reported in this paper proposes an algorithm called DUREHA's algorithm that employs the use of multiobjective formulations and a diploid GA operator called dominance [1] . This algorithm augments the efficiency of the existing algorithms and aspires to eliminate all the drawbacks of the existing algorithms as discussed above. The paper is organized as follows: Section II gives the literature review. Section III gives the methodology and describes the algorithm proposed. Section IV describes the experiments performed and the results obtained and finally Section V concludes the paper and gives the future scope.
LITERATURE REVIEW
Researches that have been reported in this area primarily accentuates on employing various meta-heuristic techniques and approaches for successful decipherment of ciphers. Various experiments have been performed to witness and analyze the type of algorithm parameters and their corresponding values to be applied to achieve greater accuracy and yield better performance. Spillman [2] , for the first time, had prescribed a genetic algorithm approach to cryptanalyze substitution ciphers. This paper explores the possibility of retrieving the key by conducting a randomtype search on the key space. In the same year, Spillman [3] had also accomplished success in applying a GA based approach to cryptanalyze Knapsack ciphers. Ralph Morelli et al. [4] , had elucidated the expediency of a word-based genetic algorithm for solving short cryptograms. Garg [8] ,probed the use of genetic algorithm in breaking S-DES. In the same year, Nalini [10] , gave a comparative study ,on attacking S-DES, between using GA based techniques and other optimization heuristic based techniques. Results described in this paper indicates that GA based techniques minimizes the time complexity. S.S Omran et al. [14] , exhibited a study on cryptanalyzing poly substitution(vignere) cipher using GA based techniques and tested various parameters such as mutation rate and key size. The results obtained are evident of GA based approaches being more efficient.
Limitations in the existing literature: While existing work exemplifies various approaches to use genetic algorithm to attack various different type of ciphers, the approaches are yet isolated in nature. None confers a method to simulate a search that would help rendering a generic attack on all the type of ciphers. Moreover, methods prescribed so far are obscure and inaccurate in terms of specifying number of generations, i.e. some claim to obtain an optimum or an approximate of a solution in the 50th generation while others have reported a run of 109 iterations to obtain a solution. In addition to these issues, one must always keep in mind that GAs do not claim to achieve an optimal solution, rather they just aim at providing an approximation to an optimal solution. Hence this paper proposes an algorithm and a method to address and try and resolve such issues.
PROPOSED METHODOLOGY:
Dureha's(Dominance,Universal stochastic sampling and Rank-based Emulation of a Heuristic Algorithm) Algorithm.
3.1.1. Key in the cipher text, and the algorithm parameters-Number of generation (maxgen), Population size (psize), Cross-over probability ( ) and Mutation probability ( ).
Key in the values N,M,Lwhere N+M+L=
and N,M,L represents the size of keys required to be generated for mono-substitution, vignere and transposition ciphers respectively.
3.1.3.
Specify the partial population size, ,for every generation, that is to be obtained at the end of each generation.
3.1.4.
Apply dominance operator in accordance with the following algorithm to obtain N, M, and L number of keys for each type of cipher.
3.1.4.1.
Select a homologous pair of key at random.
3.1.4.2.
At each locus point, the letter(allele) in the homologous pair that possesses a higher value of unigram frequency is considered to be dominant while the other letter is considered to be recessive.
3.1.4.3.
At each locus point, the gene being dominant is spelled. The recessive genes are only expressed when they are accompanied by another recessive gene.
3.1.5.
Decrypt the cryptogram, using all the keys generated, following the decryption algorithms described below:
Decryption of Mono-Substitution cipher:
Each letter in the cipher text is matched with the cipher alphabet (key) and its corresponding plain alphabet is penned down to retrieve the plaintext from the given cipher. For Example, Cipher text: "kndkazjdn dap", Decrypted Message: "hey how are you". Decryption is performed by going to the row in thevigneretablula corresponding to the letters in the key. Find the position of the cipher text letter in this row, and then use the column's label as the plaintext. An example is depicted in Table 2 . Table 3a and 3b.An extra letter(say"@") can be padded at the end of the cipher-text if the size of the message is not a multiple of the key size, which is equal to 8in this case. 
3.1.7.
Using multi-objective optimization,compute an aggregate fitness over the three types of fitness values produced in step 3.1.6.
Compute the rank of a key K in generation Genby
using the formula in Eq. 2.
=1+ count of
. (2) represents the fitness of key K in generation Gen.
3.1.7.2.
Assign a fitness value to each key K based on its rank in generation Gen in accordance with the formula in Eq.3
Compute the Euclidean distance between every
solution pair K and by using the formula in Eq. 4. 
3.1.9.
Perform crossover with crossover probability and mutation with mutation probability , taking any two keys at random. Place the newly generated off -springs in the new population. Continue until the size of new population is equal to . Figure 3 shows us that, the least number of generation (=19 generations) for simulation of the algorithm, was obtained at =0.0212 for Mono-substitution ciphers, at =0.02 for Columnar transposition while =0.052 for vignere cipher. The values of mutation probability are less as compared to the ones in the existing literature suggesting a controlled mutation rate.
Stop if there's no further improvement in the fitness values.

EXPERIMENTS ANDRESULTS
Fig 3: Mutation probability vsNo.of generations
The above experimental results also elucidate the fact that, by using optimum mutation rates, the number of generations does not exceed a total of 50 generations. This is a significant improvement over the existing algorithms as it helps in reducing the overall computation time. Moreover, since the algorithm employees the use of a reduction size in each generation, accuracy of results was also enhanced. The results also illustrates that, out of the three types of ciphers, Transposition ciphers produce the best possible results.
CONCLUSION AND FUTURE SCOPE
The results indicate that the proposed algorithm was successful in controlling mutation rates and hence in preserving Population Diversity. It was also successful in retrieving most of the bits(80.71% ,87.31%,77.66%for Mono-substitution,Columnar Transposition and Vignere cipher respectively)in correct position and the type of the cipher algorithm it was encrypted with originally. By using, a significant reduction size in each generation, accuracy of results was also enhanced.The results also indicate that number of bits retrieved is directly proportional to the keylength relative tothe cipher-textlength. It is also directly proportional to the population size as it helps in preserving population diversity.The overall computation time was also reduced by reducing the number of generations to less than 50 generations which helped in instilling a higher robustness into the algorithm. The proposed algorithm is a generic algorithm and demands no prior knowledge on any specific 
No.Of Generation Mutation Probability
Columnar transposition
Monosubstituion vignere cipher property of a cipher for its simulation and hencecan be used to cryptanalyze any type of a given cipher.
The algorithm proposed in this paper is a promising and an effective method to facilitate businesses and the society with effective security mechanisms that will help them in keeping their data secured. It will also arm the military with efficient mechanisms that will help them in gainingaccess to any illegal data causing a threat to the national security.
Our Plans for future work aims at improvising the algorithm further to achieve a higher accuracy for the system, testing and implementation of the proposed attack for other classical and modern ciphers, for example, AES and DES .
Since, English is the only language taken into consideration while developing this tool, plans to incorporate mechanisms for other languages is also anticipated.
